SO TAINGUYEN VA MOI TRUONG CONG HOA XA HOI CHU NGHIA VIET NAM

TRUNG TAM CONG NGHE THONG TIN Doc 1ap - Tw do - Hanh phic
TAI NGUYEN VA MOI TRUONG
S6: 75 /TB-TTCNTT Khénh Hoa, ngay 13thdng 02 nam 2025
THONG BAO

Cung cip Bio gia thiét bi, phin mém ciia S¢ Tai Nguyén va Mbi truong

Thue hién Quyét dinh s 457/QD-STNMT ngay 31/12/2024 cia S& Tai
nguyén va Moi trudng vé viée giao dy toan ngan sach nha nude nam 2025.

Trung tdim Cong nghé thong tin tai nguyén va moi truong dang xay dung du
toan chi phi nang cap thiét bi may chu. Pé ¢ co s 1ap du toan, Trung tim Cong
nghé thong tin thong bao dén cac Pon vi c¢6 tu cach hop 16 va ning luc kinh nghiém
phu hop gui cac thong tin bao gia vé thiét bi, phdn mém theo thong s6 ky thuat tai
Phu luc I (kem theo Thong bdo nay).

Ban gbc giri vé Trung tim Cong nghé thong tin tai nguyén va méi truong (dia
chi: 14 Hoang Hoa Tham, thanh phé Nha Trang, tinh Khanh Hoa) trudc ngay
15/02/2025.

Thong tin dugc dang tai trén Trang thong tin dién tir cia S& Tai nguyén va Moi
truong tinh Khanh Hoa, tai dia chi: http./stnmt.khanhhoa.gov.vn. (chuyén muc
Chuyén doi so).

Luu y: Bdo gid tudn thi Quy dinh tai Nghi dinh sé 73/ND-CP ngay 05/9/2019
ciia Chinh phii vé Quy dinh qudn 1y dau tw iing dung cong nghé thong tin sir dung
nguon vén ngan sach nha nwée; Nghi dinh s6 82/2024/NP-CP ngay 10/7/2024 ciia
Chinh phii vé sita d6i, b6 sung mét sé diéu cia Nghi dinh sé 73/NP-CP ngay 05
thang 9 ndam 2019 ciia Chinh phii vé Quy dinh qudn Iy dau tie iing dung céng nghé
théng tin sir dung nguon von ngan sdch nha nwée; cde quy dinh phdp ludt lién quan
khac.

R4t mong dugc su hop tac cia cac Bon vi./.

Noi nhdn:

- Céc don vi cung cap phin mém, thiét bi;
- Trang thong tin dién tur;

- Luu: VT, Tué.



http://stnmt.khanhhoa.gov.vn.

~ Phuluyel
DANH SACH THIET BI, PHAN MEM THUONG MAI

(Kém theo Théng bdo s6 /TB-STNMT ngay  /02/2025 ciia S¢ Tai nguyén

va Moi truong)

Danh muc thiét bi Sé
Stt (Yéu cau chirc niang va thong so ky thuat twong dwong bVT
< lwgng
hoac cao hon)
I | Phan mém phong chéng ma djc, quén Iy tip trung

Phan mém phong chong ma ddc, gitip bao vé thiét bi dau cudi,
dam bao an toan cho h¢ thong mang va tich hop kha nang thong
ké, bao cdo tir tong quan tdi chi tiét, gdm cac chiic nang:
o (Cong ngh¢ dién todn ddm may (Cloud)
o Cong ngh¢ nhan dién theo hanh vi (Hueristic analysis)
e (Cong ngh¢ phan tich ty dong
e (Cong ngh¢ phat hién mbi de doa dua trén: mo hinh tinh
toan cong ngh¢ may hoc (Machine Learning), phan tich
chuyén gia, dir li¢u l6n.
o Cong ngh¢ nhén dién theo mau (Signature)
« Chéng tan cong bic cau (Anti- Bridging)
o Ty dong ngin chin viéc khai thac 16 hong va cac hanh
dong nguy hai
« Kiém soat nguoi dung, thiét bi ngoai vi
e Bado vé may tram khoi virus/ma doc tir email
o Loc, kiém soat cac website theo ni dung, kiéu dit liéu
. Chéng tan cong lira dao (Phishing) Ban
 Chong mad hoa dir liéu A 90
« Phong chéng tan cong APT (APT protection) quyen
« Kiém soét cac img dung bang cac luat 1¢ thong qua
hanh dong block/notify
« Quan Iy tap trung cac may tram theo group va thiét 1ap
chinh sach cho cac group
e Tu dong cap nhat co s¢ dit liéu ma doc
« Chtc nang trién khai nhanh tai cac may tram chi bang 1
click vao file cai dat “stand-alone”
« Kiém soat toan bo chirc ning ctia phan mém Endpoint
Client tai may tram
« Tich hop dugc véi cac hé théng SIEM nhu Qradar, HP
Arcsight, Splunk, Syslog,...
o Tich hop v6i hé théng AD/LDAP
o Chtrc nang gidm sat tinh hinh hoat dong cua cadc may
tram
e Gidm sat tinh hinh virus ctia cac may tram trong h¢
thong



https://129infosec.com.vn/dich-vu-cntt.html
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Stt

Danh muc thiét bi
(Yéu cau chirc ning va thong so ky thuat twong dwong
hodc cao hon)

bVT

S6
lwgng

o Kétndi dugc véi hé théng cua Cuc An toan thong tin
(dap mg theo Chi thi 14/CT-TTg) dé chia sé dit liéu vé
tinh hinh virus, ma doc

« Chtc ning bo cdo, thong ké tinh hinh virus cho quan
tri hé théng, ngudi ding

« Xuét bao cdo theo dinh dang PDF, HTML
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Thiét bi Cong nghé théong tin

May tinh xach tay, cau hinh:

B¢ xu ly: 17-1355U/ B¢ nhé dém: DDR4 16GB/ B nho:
512GB SSD/ b6 hoa: INTEL IRIS XE GRAPHICS/ Man
hinh: 15.6 INCH FHD/ pin: 4C 54WH/ Wlan: AX+BT/Ban
quyén: OFFICEHOME24, WIN 11 HOME/ Mau: BAC
(PLATINUM SILVER)
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Thiét bi chia mang, cau hinh:

Cong Ethernet: 24x 10/100/1000, lién két 1én 4x 1G SFP
Cong Gigabit Ethernet:24

Giao dién duong lén:4 SFP

Kich thudc (WxDxH tinh bang inch): 17,5 x 9,45 x 1,73
CPU: ARM v7 800 MHz

DRAM: 512 MB

B0 nh¢ flash: 256 MB

Bing thong chuyén tiép: 28 Gb / gidy

Chuyén d6i bang thong: 56 Gb / gidy

Ty 1é chuyén tiép (64 - byte L3 gbi): 41,67 Mpps

Thiét bi
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