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AN NINH PHI TRUYEN THONG
NHAN THUC & HANH DONG






~Teo

1- Pang ta luon dat cac moi
de doa an ninh phi truyén
thong bén an ninh truyén
thong, trong doé cac moi de
doa an ninh truyén thong du
van tiém tang va biéu hién
dudi cac hinh thidc, miuc do
khac nhau, nhung xu hudéng

hoa binh van la cha dao, con
NHAN THU'C VE AN NINH van dé an ninh phi truyén
PHI TRUYEN THONG THEO TINH THAN thong dang nai lén gay gat;

PAI HOI XIll CUA DANG -




NHAN THU'C VE AN NINH
PHI TRUYEN THONG THEO TINH THAN
PAI HOI XIIl CUA PANG

2- Cac thach thuc an ninh phi
truyén thong dang dien bién
phirc tap do mat trai cua toan
cau hoa, cua kinh té thi
truong, cua su dung thanh
tuu khoa hoc cong nghe;




~7eo

3- Dinh dang cac moi de doa an
ninh phi truyén thong bao gom:
an ninh con ngudi, an ninh tai
chinh, an ninh nang lugng, an
hinh luong thuc, an ninh mang,
bién doéi khi hau, thién tai, dich

bénh... Pham vi cac moi de doa
an ninh phi truyén thong sé con

md& rong va dien bién rat phic

tap, doi hoi phai tiép tuc theo

NHAN THU'C VE AN NINH
PHI TRUYEN THONG THEO TINH THAN thai-

do6i, nghién ciru va bo sung kip

[ |

PAI HOI XIIl CUA PANG




~7eo

4- Cac moi de doa an ninh

phi truyén thong khong
cua rieng Viéet Nam ma
mang tinh toan cau;

5- Mot s6 moi de doa an
ninh phi truyén thong cé

kha nang chuyén héa

thanh an ninh truyén

NHAN THUC VE AN NINH thong, nhu xung doét dan
PHI TRUYEN THONG THEO TINH THAN toc, ton giao, khung bo,
PAI HOI X1l CUA DANG bao loan chinh tri.




Nhan Dan &,
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CHU DONG PHONG NGUR LA CHINK,
déugy Thid ingy phi bip this, hisw gus

#Y thirc tichcwc #Tinhtdo #Thongthai #Tontrong # Chiasé




Thi& nhat, chu dong va
tich cuc dau tu phat trién
bén virng, khong ngirng
nang cao doi song vat
chat va tinh than cua
nhan dan, cham lo bao
vé moi truong sinh thai.

CHU PONG, TICH CUC PHONG NGUA, UNG
PHO VOI CAC MOI BE DOA
AN NINH PHI TRUYEN THONG




Thu hai, phan loai tung
[inh vuc an ninh phi
truyén thong véi dac
diém khac nhau dé xac
dinh nhitng <o ché,
phuong thic quan tri an
ninh phi truyén thong
phu hagp.

CHU PONG, TICH CUC PHONG NGUA, UNG
PHO V&I cAC MOI DE DOA
AN NINH PHI TRUYEN THONG -



Tha ba, chu dong, tich
cuc hoan thién hé thong
thé ché quan tri an ninh
phi truyén thong, nang
cao tinh tuong thich cua
phap luat Viet Nam vai
phap luat quoc té veé
phong ngua va ing pho
vGi thach thdc an ninh
CHU DONG, TICH CUC PHONG NGUA, UNG phi truyén thong.

PHO VOI CAC MOI BE DOA

AN NINH PHI TRUYEN THONG




Tha tu, chu dong xay dung
luc lugng, dau tu nguon
luc cho quan tri an ninh phi
truyén thong & tirng linh
vuc, tung dia ban, tung noi
dung cu thé; thudng xuyén
dien tdp dé tranh roi vao
thé bi dong khi xay ra tinh
huong bat thudng.

CHU PONG, TICH CUC PHONG NGUA, UNG
PHO VOI CAC MOI BE DOA
AN NINH PHI TRUYEN THONG -



Thod nam, giod virng an
ninh chinh tri, xu ly cac
van dé dan toc va ton
giao mot cach khéo léo,
giai toa cac xung dot xa
hoi phu hop, phong
ngua va ngan chan kha
nang chuyén héa cua
xung dot.

CHU PONG, TICH CUC PHONG NGUA, UNG
PHO VOI CAC MOI BE DOA
AN NINH PHI TRUYEN THONG




- " KHONG GIAN MANG

& AN NINH MANG



Tong quan vé Internet va
mang xa hoi 2024
tw We are social



Id Publish Online

TOTAL
POPULATION

GLOBAL DIGITAL HEADLINES

OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES

NOTE: SIGNIFICANT REVISIONS TO SOURCE DATA MEAN THAT FIGURES SHOWN HERE ARE NOT COMPARABLE WITH PREVIOUS REPORTS. SEE THE IMPORTANT NOTES AT THE START OF THIS REPORT FOR DETAILS.

CELLULAR MOBILE
CONNECTIONS

INDIVIDUALS USING

THE INTERNET

-~

GLOBAL OVERVIEW

SOCIAL MEDIA
USER IDENTITIES

8.08

BILLION

YEAR-ON-YEAR CHANGE

+0.9%

+74 MILLION

URBANISATION

S57.7%

8.65

BILLION

YEAR-ON-YEAR CHANGE

+1.9%

+160 MILLION

TOTAL vs. POPULATION

107.0%

5.35

BILLION

YEAR-ON-YEAR CHANGE

+1.8%

+97 MILLION

TOTAL vs. POPULATION

66.2%

5.04

BILLION

YEAR-ON-YEAR CHANGE

+5.6%

+266 MILLION

TOTAL vs. POPULATION

62.3%

MEDIA USER IDENTITIES MAY NOT REPRESENT UNIQUE INDIVIDUALS. COMPARABILITY: SOURCE CHANGES AND BASE REVISIONS. FIGURES ARE NOT COMPARABLE WITH PREVIOUS REPORTS. GLOBAL DATASETS

MAY USE DIFFERENT SOURCES vs. COUNTRY AND REGIONAL DATA, SO SUMS MAY NOT MATCH. IMPORTANT: NEGATIVE VALUES MAY INDICATE SOURCE DATA CORRECTIONS, AND MAY NOT REPRESENT are. (O) MeltWClter

o SOURCES: U.N.; GOVERNMENT AUTHORITIES; GSMA INTELLIGENCE; ITU; EUROSTAT: CNNIC; KANTAR & IAMAI; PLATFORM RESOURCES; OCDH; BETA RESEARCH CENTER; KEPIOS ANALYSIS. ADVISORY: SOCIAL
DECREASES IN THE RELEVANT METRIC. WHERE YEAR-ON-YEAR CHANGE IS “[N/A]", COMPARISONS WITH HISTORICAL DATA WILL PRODUCE INACCURATE RESULTS. PLEASE SEE NOTES ON DATA. SOClGI



2024

Al DAILY TIME SPENT WITH MEDIA

THE AVERAGE AMOUNT OF TIME EACH DAY THAT INTERNET USERS AGED 16 TO 64 SPEND WITH DIFFERENT KINDS OF MEDIA AND DEVICES

TIME SPENT USING TIME SPENT WATCHING TELEVISION
THE INTERNET (BROADCAST AND STREAMING)

6H 40M 3H O6M

TIME SPENT USING
SOCIAL MEDIA

2H 23M

YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE
+0.8% (+3 MINS) -8.2% (-17 MINS) -5.5% (-8 MINS)
TIME SPENT LISTENING TO TIME SPENT LISTENING TIME SPENT LISTENING
MUSIC STREAMING SERVICES TO BROADCAST RADIO TO PODCASTS

1H 25M OH S50M

OH 49M

GLOBAL OVERVIEW

TIME SPENT READING PRESS MEDIA
(ONLINE AND PHYSICAL PRINT)

1H41M

YEAR-ON-YEAR CHANGE
-22.2% (-29 MINS)

TIME SPENT USING
A GAMES CONSOLE

1H O2M

YEAR-ON-YEAR CHANGE
-16.7% (-12 MINS)

YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE YEAR-ON-YEAR CHANGE
-12.8% (-13 MINS) -15.5% (-9 MINS) -20.3% (-13 MINS)
SOURCE: GW!I (@3 2023). FIGURES REPRESENT THE FINDINGS OF A BROAD SURVEY OF INTERNET USERS AGED 146 TO &4. SEE GWlCOM NOTES: PEOPLE MAY CONSUME DIFFERENT MEDIA CONCURRENTLY. We
TELEVISION INCLUDES BOTH LINEAR (BROADCAST AND CABLE) TELEVISION AND CONTENT DELIVERED VIA STREAMING AND VIDEO-ON-DEMAND SERVICES. PRESS INCLUDES BOTH OMNLINE AND PHYSICAL qre -

BROADCAST RADIO DOES NOT INCLUDE INTERNET RADIO. COMPARABILITY: METHODOLOGY CHANGES. SEE NOTES ON DATA.

FRINT MEDIA. BR

social

<OD Meltwater



il THE WORLD’S MOST USED SOCIAL PLATFORMS

2024 RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS) (NOTE: USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)

GLOBAL OVERVIEW

FACEBOOK' 3,049

YOUTUBE? 2491

WHATSAPP'* 2000

INSTAGRAM' 2,000

TIKTOK? 1,562

WECHAT! 1,336
FACEBOOK MESSENGER?* * 979

TELEGRAM! 800

DOUYIN® 152

SNAPCHAT 750

PINTEREST'

SOURCES: KEPIOS ANALYSIS OF (1) COMPANY ANNOUNCEMENTS OF MONTHLY ACTIVE USERS; (2) PLATFORMS" SELF-SERVICE ADVERTISING RESOURCES; (3) IMEDIA. ADVISORY: USERS MAY NOT REPRESENT
UNIQUE INDIVIDUALS. COMPARABILITY: (*) THESE PLATFORMS HAVE NOT PUBLISHED UPDATED USER FIGURES IN THE PAST 12 MONTHS, SO FIGURES MAY BE LESS REPRESENTATIVE. (**) SOME MESSENGER

@ AD FORMATS ARE CURRENTLY UNAVAILABLE IN AUSTRALIA, CANADA, FRANCE, AND THE UNITED STATES, SO THE FIGURE SHOWMN HERE MAY UNDER-REPRESENT FACEBOOK MESSENGER'S ACTUAL AUDIEMNCE, qre . (0) Meltwqter

SOURCE AND METHODOLOGY CHANGES; BASE REVISIONS. SEE NOTES ON DATA. SOC'QI
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GLOBAL OVERVIEW

AVERAGE AMOUNT OF TIME (IN HOURS AND MINUTES) THAT INTERNET USERS AGED 16 TO 64 SPEND USING SOCIAL MEDIA EACH DAY
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SEE NOTES ON DATA
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2JOAN TIME SPENT USING SOCIAL MEDIA APPS

4 AVERAGE TIME PER MONTH THAT ACTIVE USERS SPENT USING EACH PLATFORM’S ANDROID APP BETWEEN 01 JULY AND 30 SEPTEMBER 2023

GLOBAL OVERVIEW

TIKTOK 34H 00M

YOUTUBE 28H 05M

FACEBOOK 19H 47M

WHATSAPP MESSENGER 17H 06M

INSTAGRAM 15H 50M

8H 14M

X (TWITTER) 4H 40M

TELEGRAM 3H 45M

SNAPCHAT 3H 33M

3H 21M

1H 49M PINTEREST

. OH 5IM LINKEDIN

@ SOURCE: DATA Al INTELLIGENCE. SEE DATA.Al. NOTE: FIGURES REPRESENT AVERAGE NUMBER OF HOURS SPENT PER USER, PER MONTH USING EACH PLATFORM’S MOBILE APP ON ANDROID PHONES BETWEEN

we
01 JULY AND 30 SEPTEMBER 2023. FIGURES DO NOT INCLUDE DATA FOR CHINA, SO FIGURE FOR TIKTOK DOES NOT INCLUDE DOUYIN. COMPARABILITY: WORLDWIDE, ROUGHLY 70% OF CONNECTED are, (O) Me'twqter
SMARTPHONES RUN THE ANDROID OPERATING SYSTEM. SOClal



TIME SPENT USING SOCIAL MEDIA APPS *

AVERAGE TIME PER MONTH THAT ACTIVE USERS SPENT USING EACH PLATFORM’S ANDROID APP BETWEEN 01 JULY AND 30 SEPTEMBER 2023

VIETNAM

TIKTOK 41H 14M

FACEBOOK 78H 21M

YOUTUBE 26H 26M

_ 5H 50M FACEBOOK MESSENGER
e R

B 24 16M iNsTAcRAM

B hseM teLEcRam

Bt sem x owiTer)

B 1H40M pinTeresT

l OH 36M SNAPCHAT

I OH O9M LINKEDIN

o SOURCE: DATA Al INTELLIGENCE. SEE DATA.Al. NOTE: FIGURES REPRESENT AVERAGE NUMBER OF HOURS SPENT PER USER, PER MONTH USING EACH PLATFORM’S MOBILE APP ON ANDROID PHONES BETWEEN we (O) r 1e|t‘ : rc].ter.

01JULY AND 30 SEPTEMBER 2023. are, I

SOCIa




Al cua TikTok duwoc
danh gia hiéu nguoi
dung con hon chinh ho
va dwoc vi nhw nha
tien tri ky thuat so co
thé dan dat bat ky ai.

Tac dong, anh hwong cua TikTok?



213514 TIKTOK: ADVERTISING AUDIENCE OVERVIEW

THE POTENTIAL AUDIENCE AGED 18+ THAT MARKETERS CAN REACH WITH ADS ON TIKTOK

NOTE: PLEASE READ THE IMPORTANT NOTES ON COMPARING DATA AT THE START OF THIS REPORT BEFORE COMPARING DATA ON THIS CHART WITH PREVIOUS REPORTS

VIETNAM
TOTAL POTENTIAL REACH TIKTOK AD REACH TIKTOK AD REACH QUARTER-ON-QUARTER CHANGE YEAR-ON-YEAR CHANGE IN
OF ADS ON TIKTOK vs. TOTAL POPULATION vs. TOTAL INTERNET USERS IN REPORTED TIKTOK AD REACH REPORTED TIKTOK AD REACH

67.72 68.3% 86.3% +8.2% +35.8%

MILLION +5.1 MILLION +18 MILLION
SHARE: FEMALE TIKTOK AD SHARE: MALE TIKTOK AD ADOPTION: OVERALL TIKTOK ADOPTION: FEMALE TIKTOK ADOPTION: MALE TIKTOK
REACH AGED 18+ vs. OVERALL REACH AGED 18+ vs. OVERALL AD REACH AGED 18+ vs. OVERALL AD REACH AGED 18+ vs. FEMALE AD REACH AGED 18+ vs. MALE
TIKTOK AD REACH AGED 18+ TIKTOK AD REACH AGED 18+ POPULATION AGED 18+ POPULATION AGED 18+ POPULATION AGED 18+

49.1% 50.9% 92.6% 88.1% 97.5%

AVAILABLE FOR ALL LOCATIONS. VALUES BASED ON MIDPOINTS OF AVAILABLE DATA ONLY. ADVISORY: REACH MAY NOT REPRESENT UNIQUE INDIVIDUALS OR MATCH THE TOTAL ACTIVE USER BASE. VALUES

COMPARING REACH WITH POPULATION AND INTERNET USERS MAY EXCEED 100% DUE TO USER AGE MISSTATEMENTS, DUPLICATE AND FAKE ACCOUNTS, DIFFERING RESEARCH DATES, AND CHANGES IN areo (O) MeltWQter

° SOURCES: TIKTOK’S ADVERTISING RESOURCES; KEPIOS ANALYSIS. NOTES: DOES NOT INCLUDE DOUYIN. REACH DATA ARE ONLY AVAILABLE FOR “FEMALE” AND “MALE” USERS AGED 18+. DATA ARE NOT
RESIDENT POPULATIONS. COMPARABILITY: CHANGE IN DATA SOURCING APPROACH AND BASE REVISIONS. VALUES FOR CHANGE OVER TIME MAY BE DISTORTED. SEE NOTES ON DATA. social



Nguy co di¥ lieu nguwoi dung,
cac thong tin ca nhan nhay
cam co thé bi TikTok thu
thap, khai thac phuc vu muc
dich thuwong mai, chuyén dir
liéu cua nguwoi dung sang

nuoc th ba.

Tac dong, anh hwong cua TikTok?
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TOTAL
POPULATION

VIETNAM

OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES

NOTE: SIGNIFICANT REVISIONS TO SOURCE DATA MEAN THAT FIGURES SHOWN HERE ARE NOT COMPARABLE WITH PREVIOUS REPORTS. SEE THE IMPORTANT NOTES AT THE START OF THIS REPORT FOR DETAILS.

CELLULAR MOBILE
CONNECTIONS

INDIVIDUALS USING

THE INTERNET

*

VIETNAM

SOCIAL MEDIA
USER IDENTITIES

99.19

MILLION

YEAR-ON-YEAR CHANGE

+0.7%

+655 THOUSAND

URBANISATION

39.8%

168.5

MILLION

YEAR-ON-YEAR CHANGE

+3.2%

+5.1 MILLION

TOTAL vs. POPULATION

169.8%

78.44

MILLION

YEAR-ON-YEAR CHANGE

+0.6%

+502 THOUSAND

TOTAL vs. POPULATION

79.1%

72.70

MILLION

YEAR-ON-YEAR CHANGE

+9.8%

+6.5 MILLION

TOTAL vs. POPULATION

73.3%

MEDIA USER IDENTITIES MAY NOT REPRESENT UNIQUE INDIVIDUALS. COMPARABILITY: SOURCE CHANGES AND BASE REVISIONS. FIGURES ARE NOT COMPARABLE WITH PREVIOUS REPORTS. GLOBAL DATASETS

MAY USE DIFFERENT SOURCES vs. COUNTRY AND REGIONAL DATA, SO SUMS MAY NOT MATCH. IMPORTANT: NEGATIVE VALUES MAY INDICATE SOURCE DATA CORRECTIONS, AND MAY NOT REPRESENT are. (O) MeltWQter

e SOURCES: U.N.; GOVERNMENT AUTHORITIES; GSMA INTELLIGENCE; ITU; EUROSTAT: CNNIC; KANTAR & IAMAI; PLATFORM RESOURCES; OCDH; BETA RESEARCH CENTER; KEPIOS ANALYSIS. ADVISORY: SOCIAL
DECREASES IN THE RELEVANT METRIC. WHERE YEAR-ON-YEAR CHANGE IS “[N/A]", COMPARISONS WITH HISTORICAL DATA WILL PRODUCE INACCURATE RESULTS. PLEASE SEE NOTES ON DATA. SOC|GI
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TOTAL
POPULATION

GLOBAL DIGITAL HEADLINES

OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES

NOTE: SIGNIFICANT REVISIONS TO SOURCE DATA MEAN THAT FIGURES SHOWN HERE ARE NOT COMPARABLE WITH PREVIOUS REPORTS. SEE THE IMPORTANT NOTES AT THE START OF THIS REPORT FOR DETAILS.

CELLULAR MOBILE
CONNECTIONS

INDIVIDUALS USING

THE INTERNET

-~

GLOBAL OVERVIEW

SOCIAL MEDIA
USER IDENTITIES

8.08

BILLION

YEAR-ON-YEAR CHANGE

+0.9%

+74 MILLION

URBANISATION

S57.7%

8.65

BILLION

YEAR-ON-YEAR CHANGE

+1.9%

+160 MILLION

TOTAL vs. POPULATION

107.0%

5.35

BILLION

YEAR-ON-YEAR CHANGE

+1.8%

+97 MILLION

TOTAL vs. POPULATION

66.2%

5.04

BILLION

YEAR-ON-YEAR CHANGE

+5.6%

+266 MILLION

TOTAL vs. POPULATION

62.3%

MEDIA USER IDENTITIES MAY NOT REPRESENT UNIQUE INDIVIDUALS. COMPARABILITY: SOURCE CHANGES AND BASE REVISIONS. FIGURES ARE NOT COMPARABLE WITH PREVIOUS REPORTS. GLOBAL DATASETS

MAY USE DIFFERENT SOURCES vs. COUNTRY AND REGIONAL DATA, SO SUMS MAY NOT MATCH. IMPORTANT: NEGATIVE VALUES MAY INDICATE SOURCE DATA CORRECTIONS, AND MAY NOT REPRESENT are. (O) MeltWClter

o SOURCES: U.N.; GOVERNMENT AUTHORITIES; GSMA INTELLIGENCE; ITU; EUROSTAT: CNNIC; KANTAR & IAMAI; PLATFORM RESOURCES; OCDH; BETA RESEARCH CENTER; KEPIOS ANALYSIS. ADVISORY: SOCIAL
DECREASES IN THE RELEVANT METRIC. WHERE YEAR-ON-YEAR CHANGE IS “[N/A]", COMPARISONS WITH HISTORICAL DATA WILL PRODUCE INACCURATE RESULTS. PLEASE SEE NOTES ON DATA. SOClGI



213514 DAILY TIME SPENT USING THE INTERNET *

AMOUNT OF TIME THAT INTERNET USERS AGED 16 TO 64 SPEND USING THE INTERNET EACH DAY

VIETNAM

DAILY TIME SPENT USING THE TIME SPENT USING THE TIME SPENT USING THE INTERNET MOBILE’S SHARE OF TOTAL
INTERNET ACROSS ALL DEVICES INTERNET ON MOBILE PHONES ON COMPUTERS AND TABLETS DAILY INTERNET TIME

6HI18M 3H30M 2H47M 35.7%

o SOURCE: GWI (Q3 2023). FIGURES REPRESENT THE FINDINGS OF A BROAD SURVEY OF INTERNET USERS AGED 16 TO 64. SEE GWI.COM. COMPARABILITY: METHODOLOGY CHANGES. SEE NOTES ON DATA. are, (O) MeltWClter

social
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TIME SPENT USING
THE INTERNET

6H 18M

YEAR-ON-YEAR CHANGE
-1.3% (-5 MINS)

TIME SPENT LISTENING TO
MUSIC STREAMING SERVICES

1H O8M

YEAR-ON-YEAR CHANGE
-5.4% (-3 MINS)

TIME SPENT WATCHING TELEVISION
(BROADCAST AND STREAMING)

2H 21M

YEAR-ON-YEAR CHANGE
-11.6% (-18 MINS)

TIME SPENT LISTENING
TO BROADCAST RADIO

OH 38M

YEAR-ON-YEAR CHANGE
-15.2% (-6 MINS)

DAILY TIME SPENT WITH MEDIA

THE AVERAGE AMOUNT OF TIME EACH DAY THAT INTERNET USERS AGED 16 TO 64 SPEND WITH DIFFERENT KINDS OF MEDIA AND DEVICES

TIME SPENT USING
SOCIAL MEDIA

2H 25M

YEAR-ON-YEAR CHANGE
-5.3% (-8 MINS)

TIME SPENT LISTENING
TO PODCASTS

OH 46M

YEAR-ON-YEAR CHANGE
-8.3% (-4 MINS)

*

VIETNAM

TIME SPENT READING PRESS MEDIA
(ONLINE AND PHYSICAL PRINT)

1H 47M

YEAR-ON-YEAR CHANGE
-12.9% (-15 MINS)

TIME SPENT USING
A GAMES CONSOLE

1H 17M

YEAR-ON-YEAR CHANGE
-1.9% (-1 MIN)

TELEVISION INCLUDES BOTH LINEAR (BROADCAST AND CABLE) TELEVISION AND CONTENT DELIVERED VIA STREAMING AND VIDEO-ON-DEMAND SERVICES. PRESS INCLUDES BOTH ONLINE AND PHYSICAL are. (O) Meltwater

e SOURCE: GWI (Q3 2023). FIGURES REPRESENT THE FINDINGS OF A BROAD SURVEY OF INTERNET USERS AGED 16 TO 64. SEE GWI.COM. NOTES: PEOPLE MAY CONSUME DIFFERENT MEDIA CONCURRENTLY.

PRINT MEDIA. BROADCAST RADIO DOES NOT INCLUDE INTERNET RADIO. COMPARABILITY: METHODOLOGY CHANGES. SEE NOTES ON DATA.

social



will MAIN REASONS FOR USING THE INTERNET *

2024 PRIMARY REASONS WHY INTERNET USERS AGED 16 TO 64 USE THE INTERNET

VIETNAM

STAYING IN TOUCH WITH FRIENDS AND FAMILY 66.8'

FINDING INFORMATION 63.7%

KEEPING UP TO DATE WITH NEWS AND EVENTS 59.6%

WATCHING VIDEOS. TV SHOWS OR MOVIES 52.4%

ACCESSING AND LISTENING TO MUSIC 47.7%

RESEARCHING PRODUCTS AND BRANDS 45.9%

RESEARCHING HEALTH ISSUES AND HEALTHCARE PRODUCTS 44.3%

FINDING NEW IDEAS OR INSPIRATION 42.7%

RESEARCHING HOW TO DO THINGS 41.1%

FILLING UP SPARE TIME AND GENERAL BROWSING 40.2%
GAMING 37.9%

EDUCATION AND STUDY-RELATED PURPOSES 37.6%

MEETING NEW PEOPLE AND MAKING NEW CONNECTIONS 35.2%

MANAGING FINANCES AND SAVINGS 34.0%
BUSINESS-RELATED RESEARCH RYMIN

<OD Meltwater

e SOURCE: GWI (Q3 2023). FIGURES REPRESENT THE FINDINGS OF A BROAD SURVEY OF INTERNET USERS AGED 16 TO 64. SEE GWI.COM. COMPARABILITY: METHODOLOGY CHANGES. SEE NOTES ON DATA. are,

social



Al MOST USED SOCIAL MEDIA PLATFORMS *

2024 PERCENTAGE OF INTERNET USERS AGED 16 TO 64 WHO USE EACH PLATFORM EACH MONTH

NOTE: YOUTUBE IS NOT OFFERED AS AN ANSWER OPTION FOR THIS QUESTION IN GWI'S SURVEY, SO IT WILL NOT APPEAR IN THIS RANKING L

FACEBOOK 80.7'

88.5%

TIKTOK 77.8%

FACEBOOK MESSENGER 76.6%

INSTAGRAM 47.6%

TELEGRAM 32.6%

X (TWITTER) 31.2%

PINTEREST 20.3%

IMESSAGE 18.0%

10.4%

SOURCE: GWI (@3 2023). FIGURES REPRESENT THE FINDINGS OF A BROAD SURVEY OF INTERNET USERS AGED 16 TO 64. SEE GWI.COM. NOTE: YOUTUBE IS NOT OFFERED AS AN ANSWER OPTION FOR THIS e

QUESTION IN GWI'S SURVEY. COMPARABILITY: A VERSION OF THIS CHART THAT APPEARED IN OUR PREVIOUS REPORTS WAS BASED ON A PREVIOUS QUESTION IN GWI'S SURVEY THAT INCLUDED YOUTUBE AS

o AN ANSWER OPTION. GWI'S CURRENT SURVEY FEATURES A REVISED VERSION OF THIS QUESTION THAT DOES NOT INCLUDE YOUTUBE AS AN ANSWER OPTION, WHILE OTHER CHANGES TO THE QUESTION'S aret
WORDING MAY MEAN THAT THE VALUES AND RANK ORDER SHOWN HERE ARE NOT DIRECTLY COMPARABLE WITH THOSE SHOWN ON A SIMILAR CHART IN PREVIOUS REPORTS. SOC|OI

<OD Meltwater
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Cung cap ngudn thong tin,
kho kién thirc khong 16

M@ ra thé gidi giai tri

K&t ndi ban bé

Mua sam truc tuyén

Hoc tap truc tuyén

NHU'NG LOI ICH CUA INTERNET & Lam cho cufc s6ng
~ A dé dang hon

MANG XA HOI

Kiém tién tl Intenet

& mang xa hoi




Nhitng anh hudng tiéu cuc
cia MANG XA HOI

Mang xa héi mang lai nhiéu lgi ich, tuy nhién,

no cting gdy ra nhiing tdc ddng tiéu cuc do phd vé cdc
ma&i quan hé xa hoi, thay déi 16i séng truyén théng cta
con ngudai.

Xao nhang muc tiéu song thuc
Chu tam vao viéc “song ao” lam
mat kha nang c6 gang vuon lén
trong cudc séng ddi thuong

Mat tinh bao mat
Thoéng tin ca nhan va

tinh riéng tu trén Internet
9S8 cO nguy co bi 16 va bi
xam hai

Giam tuong tac
Qua chu y dén cac thiét bi
dién tir dan dén viéc danh
it thoi gian, su quan tam
dén ngudi than, ban beé

Anh huéng dén sang tao
Lién tuc luét web lam té liét
tam tri, giong nhu xem truyén
hinh mot cach vé thic

Nguy co mac bénh tram cam
Thudng xuyén st dung

mang xa héi mang lai cam xuc
tiéu cuc, mét moi, mat ngd,
thiéu nang lugng
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Nhitng anh hudng tiéu cuc
cia MANG XA HOI

Mang xa héi mang lai nhiéu lgi ich, tuy nhién,

no cting gdy ra nhiing tdc ddng tiéu cuc do phd vé cdc
ma&i quan hé xa hoi, thay déi 16i séng truyén théng cta
con ngudai.

Xao nhang muc tiéu song thuc
Chu tam vao viéc “song ao” lam
mat kha nang c6 gang vuon lén
trong cudc séng ddi thuong

Mat tinh bao mat
Thoéng tin ca nhan va

tinh riéng tu trén Internet
9S8 cO nguy co bi 16 va bi
xam hai

Giam tuong tac
Qua chu y dén cac thiét bi
dién tir dan dén viéc danh
it thoi gian, su quan tam
dén ngudi than, ban beé

Anh huéng dén sang tao
Lién tuc luét web lam té liét
tam tri, giong nhu xem truyén
hinh mot cach vé thic

Nguy co mac bénh tram cam
Thudng xuyén st dung

mang xa héi mang lai cam xuc
tiéu cuc, mét moi, mat ngd,
thiéu nang lugng
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Nhitng anh hudng tiéu cuc
cia MANG XA HOI

Mang xa héi mang lai nhiéu lgi ich, tuy nhién,

no cting gdy ra nhiing tdc ddng tiéu cuc do phd vé cdc
ma&i quan hé xa hoi, thay déi 16i séng truyén théng cta
con ngudai.

Xao nhang muc tiéu song thuc
Chu tam vao viéc “song ao” lam
mat kha nang c6 gang vuon lén
trong cudc séng ddi thuong

Mat tinh bao mat
Thoéng tin ca nhan va

tinh riéng tu trén Internet
9S8 cO nguy co bi 16 va bi
xam hai

Giam tuong tac
Qua chu y dén cac thiét bi
dién tir dan dén viéc danh
it thoi gian, su quan tam
dén ngudi than, ban beé

Anh huéng dén sang tao
Lién tuc luét web lam té liét
tam tri, giong nhu xem truyén
hinh mot cach vé thic

Nguy co mac bénh tram cam
Thudng xuyén st dung

mang xa héi mang lai cam xuc
tiéu cuc, mét moi, mat ngd,
thiéu nang lugng












1. DAu hiéu nhan biét
—— mot tin gia

Khi Jdoc thmmg tin tren mangs, néu thay cé nhiang
dfu hiéu sau thi rét cé thé ban dang doc mdt tin gia:

ch=T1eu aé glat gan, thu hut, n01 dung
thongktln mé&i la, thudng de cap dén mgt
van dé nong dang AaAUgc nhiéu ngudi guan
tam.

& Thong tin khdng ghi ngudn hodc ngudn
khdéng rd rang.

& Théng tin xuit phidt tU¥ nhing trang web,
tai khoan, kénh ndi dung trén mang xa
hdi thudng xuyen tung tin gid, hoac tu
nhung trang, tai khoan, kenh khong thudc
co_quan bao chi chinh thong hoac co guan
nha nudc.




2. CaAch xac dinh

Khi nghi ngd mdt tin gia, ban can thuc hién

nhing budc sau d& kiém tra, xdc minh:

(&= Xem xét ngudn tin, kiém tra tdc gia.

ng’Kiém tra thong tin, hinh anh minh hoa va
dudng din lién két.

&= Kiém tra thdi gian.

& Poc toan bd ndi dung, tim nhing diém
nghi ngd, miu thuin.

& P61 chiéu vdi théng tin trén bdo chi
chinh théng hoic tham khao ¥ kién chuyén
gia hoac cac co guan chdc nang.




., Lam thé nlo de tranh bay

Ngay nay, tin gia cé the dugec tao ra bang nhiéu
phuong thidc tinh vi khién cho ngay ca khl ban la
mgt cong'dan cd triach nhiém thi van.co thé vd tinh
szzp “bay tin g:.a” Vi vay, ban cén ty trang bi mot
sé kién thGc ciAn thiét 48 bao vé€ chinh minh khdi
nhing nguy cc tu trén mang.

(= Khong tin ngay vao tit ca moi thd ban
thay trén mang.

(&= Suy nghi hai 18n trudc khi chia sé, dang
t4di hoac binh luin video, hinh anh, tin
t&c trén mang.

(& HOi tham, tham khao ¥ klen cua ban be,
ngu’dl thén khi ban cém thiy chua chic
chdn hodc chd sy xdc nhan thong tin tu
co quan bdo chi chinh théng hoac c¢co guan
cé thém quyen.
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Chién lugc an ninh mang Luat tang cudng an ninh mang Luat An ninh mang
gém 5 phan: quy dinh: yéu cau:
® Xac dinh cac nguy co ® Cac cong ty sé phai trién khai ® Cac cong ty va co quan lién bang
® Giam 16 héng bao mat nhiéu bién phap chat ché phai cé tiéu chuan bao mat mang
® Gidm cac moi de doa phong ngua cac mdi de doa toi thiéu va phai duocc
® Gidm hau qua va tang cucong tan céng mang Van phong Bao mat Thong tin
an ninh va doé tin cay ® Phai bao cao vé tan cong, Lién bang (BSI) chung nhan
cla hé sinh thai mang cing nhu su cé mat mang tsi ® Phai thong bao cho BSI vé
® Giup cai thién quan ly nguy co cac co quan quan ly trong vong cac vu tan cong mang bi nghi ngds
mang toan cau 72 gid, néu khéng, sé doi dién trén hé théng cdia ho
muc phat lén t&i 23 triéu USD... ® Cam am muu s dung bao luc

lat d6 an ninh qudc gia

cam xui giuc hanh vi pham toéi
Budc cac nha cung cap vién théng
phai cAnh bao khach hang khi ho

Chlnh sach an ninh mang bi tin tac tan cong...

Cua mot sO C|UOC gla trén thé gl

mn
i

i

/////

Cdc cudc tdn céng mang dang ngay cang gia tang,

gdy mdt an ninh qudéc gia, thiét hai kinh té va mdat an toan
bdo madt ca nhan. Trudc thuc trang nay, nhiéu nudc trén
thé gidi da tang cudng cdc bién phdp san sang déi phd véi
nhdang madéi de doa dén ta khéng gian mang.

|

o o
| - Go - -
7 SINGAPORE » TRUNG QUOC . 4 AN DO
Luat An ninh mang Chién lucc an ninh Chinh sach
cho phép: khéng gian mang qudéc gia an ninh mang quéc gia
Nnéu ro cac nhiém vu: xac dinh:
® Co quan An ninh mang theo doi ® Bao vé chu quyén ® Nhdng ha tang quan trong nhu
va quan ly an toan khéng gian khéng gian mang hé thédng qudéc phong, dién luc,
mang clla qudc gia ® Bao vé an ninh qudéc gia théng tin vién théong, nha may
® Pbuocc phép thuc hién cac ® Bao vé ha tang thong tin dién hat nhan phai ducc bao vé.
bién phap cha déng dé bao vé co then chét
s& ha tang thong tin quan trong ® Tan cong téi pham mang
va nhanh chéng ing phdé véi cac va phan td khiang bé mang
Mmoi de doa va su co... ® Hoan thién hé théng

quan ly mang...
Ngudn: TTXVN

© TTXIN

Vietnam News Agency

http:// infographics.vn



LUAT AN NINH MANG

HINH THANH
Quoc hdi bigu quyet th/ﬁng qua sang Khaf:gﬂﬁisﬂfﬂyat
12/6 v6i 423 trong tong so 466 dai bieu L] i
ong dong

co mat tan thanh (ty € 86,86%); 15 dai
hieu khong tan thanh: 28 dai bieu khong
Jiéu quyét- all 423 Bai bidu

Bang § (86,86% 466 DAI BIEU THAM GIA
11

Thuc hién béi: Trung uong Poan TNCS H6 Chi Minh
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07 diém noi bat Nghi dinh 13/2023/NDP-CP
= bao vé dir liéu ca nhan

o Dir liu cé nhan Ia théng tin dudi dang

ky hiéu chirviét chirso hoic dang tuong tu trén
"z} L B9 méi truong dién t&r gan lien
vGi mot con nguoi cu thé
hinh anh am thanh hoéac gilp xac dinh mot con
) ngudi cu the.

dir liéu ca nhan co ban
Dir liéu ca nhan bao gom:

dir liéu ca nhan nhay cam




0 Dir liéu ca nhan nhay cam

Dir liéu ca nhan gan lién vdi quyén riéng tu cua ca nhan ma khi bi xam
pham sé gay anh huong truc tiép téi quyén va lgi ich hop phap cua ca
nhan gom:

m Quan diém chinh tri, quan diém t6n giao

Tinh trang sirc khoe va doi tu dugc ghi trong ho so
bénh an, khong bao gom thong tin vé nhém mau

oL 0% Thong tin lién quan dén nguon goc chung toc,
m nguon goc dan toc

Thong tin vé dac diém di truyén duoc thira huong
hoac c6 duoc cua ca nhan




Thong tin vé thudc tinh vat ly, dac diém sinh hoc
riéng cua ca nhan

Thong tin vé doi song tinh duc, xu hudng tinh duc C) ]
12 ¢4 nha
cua ca nhan
?:; | Dir lieu vé t6i pham, hanh vi pham t6i dugc thu thap,
luu trir boi cac co quan thue thi phap luat

Thong tin khach hang cua to chirc tin dung, chi
nhanh ngan hang nudc ngoai, to chirc cung g dich

vu trung gian thanh toan, cac té chic duoc phép T
khac e

9 Dir liéu vé vi tri cua ca nhan duoc xac dinh qua dich
vu dinh vi

Dir lieu ca nhan khac duoc phap luat quy dinh la dac §‘
thi1 va can c6 bién phap bao mat can thiét \



m>
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eVi pham quy dinh bao vé dir liéu ca nhan c6 thé xu ly hinh su

Co quan, to chirc, ca nhan vi pham quy dinh bao vé dir liéu ca nhan tuy theo mirc d6 co
thé bi xtr ly ky luat, xtr phat vi pham hanh chinh, xtr ly hinh su theo quy dinh.

5 truong hop dir liéu ca nhan dugc xur ly khong can su dong y
cua chu thé dir liéu

Trong truong hop khan cap, can xtr ly ngay dir liéu ca nhan cé lién quan dé bao
vé tinh mang, sirc khoe ctia chu thé dir liéu hoac ngudi khac.

Viéc cong khai dir liéu ca nhan theo quy dinh cua luat.

Viéc xtr ly dir liéu cta co quan nha nudc cé tham quyén trong truong hop tinh
trang khan cap vé qudc phong, an ninh qudc gia, trat tu an toan xa hoéi, tham hoa
Ion, dich bénh nguy hiém; khi cé nguy co de doa an ninh, quéc phong nhung
chua dén mic ban bé tinh trang khan cap; phong, chéng bao loan, khiing b6,
phong, chong t6i pham va vi pham phap luat theo quy dinh cua luat.

Pé thuc hién nghia vu theo hop déng cta chu thé dir liéu védi co quan, td chiic,
ca nhan co lién quan theo quy dinh cua luat.

Phuc vu hoat dong ctia co quan nha nudc da dugc quy dinh theo luat chuyén
nganh.



o Diéu kién bao dam hoat dong bao vé dir liéu ca nhan

r] i

;’ Y % A ot g > > > ~ ~ o
Luc lugngbao védir ~ CO'quan, to'chirc,canhancé  Bao dam co sé vat chat, dieu

lidu ca nhan trach nhiém tuyén truyén, phé  kjan hoat déng cho Co quan
bién kién thirc, ky nang, nang  chuyén trach bao vé dit liéu
cao nhan thirc bao vé dir liéu ca ca nhan
nhan cho co quan, t6 chirc, ca
nhan

o Co quan chuyén tréch bao vé dif lidu ¢4 nhan

Co quan chuyén trach bao vé dir liéu ca nhan la Cuc An ninh mang va phong,
chong t6i pham sir dung cong nghé cao - Bg Cong an, c6 trach nhiém giup Bo
Cong an thuc hién quan ly nha nudc vé bao vé dir liéu ca nhan



Cach bao vé dir liéu théng tin ca Arhan

Trong xa hdéi hién dai, viéc giao tiép qua mang xa hdi
cing nhu giao dich tructuyén laphd bién

nhung cang rdatdé dé Ié théng tin riéng tu.

Dudiday la nhdang ISi khuyén hau ich

nham bado vé cdc da liéu théng tin ca nhan.

Chia sé thong tin trén S dung trinh duyét web Tranh s dung
phuong tién truyén théng riéng tu Wifi coOng cong

xa hdi cang it cang toét hoac bao mat va tai caAcdiém néng
MSi trang web truyén théong xa hoi Cach nay xda tép Internet tam thdai Nhing két ndi nay khédng an toan.
cho phép ca nhan thay dd&i cai dat va lich s trinh duyét web khi Néu phadi s&r dung Wifi cbng cdng,
bao mat nham bao vé quyén riéng tu, Ngudi s dung déng cdra sé. hay dam bao s dung iuUng dung
vi vay nén s dung chung bat cua khi Po la miac dd bao vé cao nhat ma ma héa dao liéu
Nnao chia sé thédng tin. Ngudi sir dung cé thé nhan duocc. hoac s&r dung VPN™*.

////;\\ \‘\\
/’ \\/’ e N

/4 // 5 A
\/ S dung Kiém tra https

S dung mat khau manh

va déc dao xac thuc 2 yéu toé
Két hop cac ky tu ngau nhién, Phai s&r dung ma ma trang web Hay dam bao rang trang web
s& va ky hiéu dac biét sé la mot gui t&i dién thoai ca nhan tai thgi khi tham gia trinh duyét bat dau
Mmat khau tét nhat. Khéng bao gis diém dang nhap. Tin tac du biét bang https, cé nghia la A liéu chia sé
s dung cung mot mat khau mat khau nhung khéng thé truy cap v3i trang web nay chi hién thi v&i
cho 2 hoac nhiéu tai khoan. tai khodan cda ca nhan vi khéng co Nnhing ngudi cé quyén truy cap
dién thoai di dong. ducc phép doc.

Ngudn: TTXVN; Jakarta Post © "xvu

http://infographics.vn Jictnam Nows Agency




S8, Chir viét hoa
. . . . Chir viét hoa & | S8, Chit viét hoa | _ _’ ’
Chi co so Chir thuong chi thuong & Chir thudmg Chir thu:b‘ngu& Ky ty
dac biét
Ngay l3p tirc Ngay l3p tirc Ngay l3p tirc Ngay l3p tirc Ngay l3p tirc
Ngay lap tirc Ngay lap tuc Ngay lap turc Ngay lap tuc Ngay lap tuc
Ngay lap tirc Ngay lap tirc Ngay lap tirc Ngay lap tirc Ngay lap tirc
Ngay lap tirc Ngay l3p tirc 2 giay 7 giay 31 giay
Ngay |3p tirc Ngay |3p tirc 2 phut 7 phut 39 phut
Ngay lap tirc 10 gidy 1tiéng 7 tiéng 2 ngay
Ngay lap tirc 4 phut 3 ngay 3 tuan 5 thang
Ngay lap tirc 2 tiéng 5 thang 3 nam 34 nam
2 giay 2 ngay 24 nam 200 nam 3.000 nam
19 gidy 2 thang 1.000 nam 12.000 nam
3 phut 4 nam 64.000 nam
32 phut 100 nam
5 tiéng 3.000 ndm 92 ty ndm
2 ngay 69.000 nam 179 ty nam 7 triéu ty ndm
3 tuan 11 triéu ty ndm = 438 triéu ty ndm
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Quy dinh xtr ly cac hanh vi trén

Phat tieén tir 10.000.000 dong dén 20.000.000 dong doi véi
hanh vi loi dung mang x& hoéi dé thwc hién mét trong cac
hanh vi sau:

a) Cung cap, chia sé théng tin gid mao, théng tin sai sy that,
xuyén tac, vu khong, xic pham uy tin cia co quan, t0 chirc,
danh dw, nhan pham cla cé nhan;
§:- =z
Moi ngud'i cén
than COVId 19
T nhé, iac Lieu minh
Fauoe nen ¢b ca ngum ro,
dang ém ko cho
L cOng bo.ghé chua!

ém nay Nha Nu’

'ng ngu'di nho

phaira dudng t
deo khau tran




Quy dinh xtr ly cac hanh vi trén

Phat tién tir 10.000.000 déng dén 20.000.000 dong doi véi hanh
Vi lo'i dung mang xa hoi de thwec hién moét trong cac hanh vi sau:

b) Cung cap, chia sé théng tin cé sly cac hd tuc, mé tin, di doan,
dam 6, doéi truy, khéng phu hop v&i thuan phong, my tuc cta dan téc.

Nay chot tiép
1000 share ¢di a0
2000 share ¢di quan |




Quy dinh xtr ly cac hanh vi trén

Phat tién tir 10.000.000 dong dén 20.000.000 déng doi v&i hanh
Vi loi dung mang xa hoi de thwe hién moét trong cac hanh vi sau:

~¢) Cung cap, chia sé thoéng tin miéu ta ti mi hanh déng chém,
giét, tali nan, kinh di, rung ron;

¥
|

65



Quy dinh xtr ly cac hanh vi trén

Phat tién tir 10.000.000 dong déen 20.000.000 dong doi v&i hanh
Vi loi dung mang xa hoi de thwe hién moét trong cac hanh vi sau:

d) Cung cap, chia sé thong tin bia dat, gady hoang mang trong

Nhan dan, kich dong bao Iwc, t0i ac, té nan xa hoi, danh bac hoac
phuc vu danh bac;




Quy dinh xtr ly cac hanh vi trén

Phat tién tir 10.000.000 dong déen 20.000.000 dong doi v&i hanh
Vi lori dung mang xa hoi de thwec hién mét trong cac hanh vi sau:

e) Quang céo, tuyén truyén, chia sé thdng tin vé hang hoa,
dich vu bi cam;

-y .'.?-" .-‘1 . .:‘ 3§ '8
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BAN TIEN GIA
' TOAN QUOC




Quy dinh xtr ly cac hanh vi trén

Phat tién tir 10.000.000 dong déen 20.000.000 dong doi v&i hanh
Vi loi dung mang xa hoi de thwe hién moét trong cac hanh vi sau:

g) Cung cap, chia sé hinh anh ban d6 Viét Nam nhwng khong
thé hién hoac thé hién khéng dung chu quyén qubc gia;

__ Vung lanh hai Trung Bién Déng
Qudc ddi chu quyén HAI NAM d

__ Vung Dac quyén Kinh té :
200 hai ly theo Cong uére '
UCLOS . ¢

Cac dao trong vung tranh
chip

MALAYSIA NG, ORUNE

-»
.-"



Quy dinh xtr ly cac hanh vi trén

Phat tién tir 20.000.000 dong dén 30.000.000 dong doi véi
hanh vi tiét 16 théng tin thudc danh muc bi mat nha nwéc, bi
mat d&i tw ciia c4 nhan va bi mat khac ma chwa dén mdree truy
ctru trach nhiém hinh sw.
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Quy dinh cua B6 luat hinh sw xw ly cac hanh vi trén

Trong trwong hop bi truy cwu trach nhiém hinh sw, nguwoi Vi
pham c6 thé bj x& ly theo cac diéu luat twong ng vé&i hanh vi
clia minh, chang han nhu:

Toi lam, tang trlr, phat tdn hodc tuyén truyén théng tin, tai
liéu, vat pham nham chong Nha nwdc COng hoa x& hdi chi
nghia Viét Nam (quy dinh tai Diéu 117, B luat hinh sy 2015),
mUrc phat cao nhat dén 20 nam tu.

Toi truyén ba van hoa pham doéi truy (quy dinh tai Biéu 326,
Bd luat hinh sw 2015), mlrc phat cao nhat dén 15 nam tu.



Quy dinh cua B6 luat hinh sw xw ly cac hanh vi trén

Toi lam nhuc nguwoi khac (quy dinh tai Diéu 155, B6 luat
hinh sy 2015; trong d6 c6 hanh vi s&*r dung mang may tinh
hodc mang vién théng, phwong tién dién t&r dé xic pham
nghiém trong nhan pham, danh dy cia ngudi khac), merc phat
cao nhat dén 02 nam tu.

Toi vu khong (quy dinh tai Diéu 156, B luat hinh sy 2015;
trong d6 c6 hanh vi s&¢ dung mang may tinh hodc mang vién
théng, phwong tién dién t&r dé bia dat hoadc loan truyén nhirng
diéu biét rd 1A sai sy that nham xtc pham nghiém trong nhan
pham, danh dw hodc gay thiét hai dén quyén, lgi ich hop phép
cla ngudi khac), mirc phat cao nhat dén 07 nam tu.



Quy dinh cua B6 luat hinh sw xw ly cac hanh vi trén

TOi dwa hoac s dung trai phép thong tin mang may tinh,
mang vién thong (dwa l1én mang may tinh, mang vién thong
nhirng théng tin trai véi quy dinh caa phap luat) mdre phat cao
nhat dén 07 nam tu.

T6i danh bac va t6 chirc danh bac qua mang bi x ly véi
murc hinh phat cao nhat |Ién dén 10 nam tu.



.~ "AN TOAN THONG TIN
BAO VE DU LIEU CA NHAN,
BMNN TREN KGM



TINIH HINE AN NINFH MANG VIET NAM 2023

*Theo Bdo cdo An ninh mang nam 2023 cua NCSC

13.900 VU

TAN CONG MANG

Ndm 2023 dda ghi nhan 13.900 vu tan céng mang vdo cdc to
chirc tai Viét Nam, trung binh méi thdng xay ra 1.160 vu, tang
9,5% so v&i ndm 2022.

Cdc muc tiéu chiu nhiéu cudc tan céng nhat trong ndm qua
& cdc co quan Chinh phd, hé théng ngdn hang, té chirc tai
chinh, hé théng céng nghiép va céac hé théng trong yéu khac.

554 WEBSITE

GOV, .EDU BI TAN CONE

NAam 2023, trén ca nudc da ghi nhan co6 t&i 342 trang web
gido duc cb6 tén mién .edu.vn va 212 trang web cla co quan
Chinh pht c6 tén mién .gov.vn da bi tdn cong cheén lién két
dén cdc trang web xau dbéc. bac biét cé nhiéu website bi tan

cong lai nhiéu lan Mma khéng cé cdch khac phuc triét deé.

Tai Khdnh Hoaq, trong ndm 2023, Co quan Céng an da phat
hién, kién nghi d&i v&i nhiéu trudng hgp website cua co quan,
td chirc bi tdn cong cheén lién két doc hai. Ca biét cé mot s6
truong hop website bi tan céng, chiém quyén diéu khién dé
thuc hién hanh vi lra ddo, danh cap dir liéu.

43,6% MAY TINH
NHIEM MA POC

Ty 1é may tinh tai Viét Nam bi méa ddc tan cong trong ndm 2023
& 43,6%, tuy cb gidm nhe 8,6% so v&i ndm 2022 nhung van &
mUrc cao cua thé gidi. NO luc lién tuc gidm ty 1é may tinh bij
Nnhiém ma déc qua tirng Nndm clda Viét Nam rat dang dugc ghi
Nnhan, bdi trudc dé vao ndm 2018, ty 1€ Iy ndy codn & muc rat cao
t&di hon 60%.

83.000 HE THONG

NHIEM MA POC

Trong ndm qua cing ghi nhan nhiéu vu viéc tan cong ma héa dir
liéu ransomware gdy hau qua nghiém trong. Khéng chi méa héa
dr liéu Nham doi nan Nnhdan trd tién chudg, tin tac cd thé rod ri, ban

dir liéu cho bén th& 3 dé téi da sé tién thu duoc.

Ba co tdi 83.000 may tinh, méay chu ghi nhan bi tdn céng bdi ma
doéc ma hoéa dir liéu, tang 8,4% so v&i nadm 2022. bac biét, Quy 4
NAm 2023 s6 cudc tan cong ma hoéa dir liéu tdng manh, vuot 23%
so V@i trung binh 3 Quy dau ndm. S6 lugng bién thé ma déc ma
héa dir liéu xuat hién trong nadm 2023 Ia 37.500 ma, tadng 5,7% so
Vi Darnm 2022,
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TRA TIEN
LAY KHOA _
GIAI MA

BAN .
KHOA GIAI MA

" HACKER

DU LIEU
BI MA HOA

MUA BAN
DU LIEU
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LO HONG BAO MAT
PHO BIEN HIEN NAY




Virus méy tinh 13 nhiing doan mét mé hay nhiing chuong trinh chay én bén
trong méy tinh ma muc dich cda chiing chinh la géy hai va ndng nhat Ia lam
pha huy file di liéu quan trong trén hé thong may tinh!
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PACISOFT VIETNAM |

Hay dirng str dung
phan mém lau, crack!

Play Fair! - Software Anti-Piracy




NCSC..

National Cyber Security Center

6 Cach nhan biét may tinh bi nhiém ma déc

Nhan duoc théng bao O cirng hét

va tin nhan la dung lwong trong
Hoat dong mang
tang cao bat thuong

May tinh chay cham,
hoat dong khéng én dinh

Nhirng thay doi
trén trinh duyét

Lién tuc nhan duoc
cac canh bao gia
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"Bi mat nha nudc la thong tin ndi dung quan
trong, do ngudi ding dau cc quan, t6 chic
c6 tham quyén xac dinh can cd vao quy dinh
cua luat nay, chua cong khai, néu bi 16, bi mat
c6 thé gay nguy hai dén Igi ich quoc gia, dan
toc". (Khoan 1, Biéu 2)
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" DANH MUC BMNN (pitu 9)

Gom 36 danh muc

' D 33 danh muc cong khai

>~ 03 danh muc BMNN




THO1 HAN BAO VE BMNN

PIEU 19, BIEU 20

MAT




Hanh vi nghiém cam

Soan thao, lwu gilr tai liéu BMNN
trén may tinh hoac thiét bi khac
da két ndi hodc dang két noi
mang internet, mang may tinh,
mang vién thdng, trir tworng hop

theo quy dinh cla phap luat vé co

yéu



Hanh vi nghiém cam

Truyén dwa BMNN trén
phwong tien thong tin,
vién thdng trai quy dinh

cla phap luat vé co yéu



Hanh vi nghiém cam

Chuyén muc dich st dung
may tinh, thiét bi khac da
dung dé soan thao, lwu git,
trao d6i BMNN khi chwa loai
bd BMNN



Hanh vi nghiém cam

S dung thiét bj c6 tinh
nang thu, phat tin hiéu, ghi
am, ghi hinh trong hoi nghi,

hdi thao, cudc hop cb ndi
dung BMNN khi chwa duwoc
cho phép




Hanh vi nghiém cam

Pang tai, phat tan BMNN

tren phwong tien thong tin

dai chung, mang internet,
mang may tinh va mang vién

thong



Piéu 19 Nghi dinh
144/2021/ND-CP ngay
31/12/2021 quy dinh vé xu phat
VPHC quy dinh x& phat hanh
chinh v&i 22 hanh vi vi pham
trong bao vé BMNN, muc phat

Quy di N h xﬁ’ phat tién cao nhat |én dén 30 triéu

doéng




Phat tién tu 20.000.000 doéng
dén 30.000.000 déng doi vdai
hanh vi tiét |6 thong tin thudc
danh muc bi mat nha nudc, bi

mat ddi tu cua ca nhan va bi
mat khac ma chua dén muc truy
ctu trach nhiém hinh su.

dinh x&r phat
Qu y ! n xu’ p a Cdn cu theo Khoan 2 bieu 101 cua Nghi
dinh s6 15/2020/ND-CP



Quy dinh xw phat




I Quy dinh xw phat \ /




Nhan dién toi pham
st dung cong nghé cao va
cach phong, chong



TOI PHAM MANG DU KIEN SE TANG VOT TRONG NHOUNG NAM TdI

23,82

Chi phi udc tinh cta t6i pham mang trén toan thé gidgi

20,74
Pon vi: 1.000 ty USD -
ol 17.65 s
2 =
14,57 <
#e =]
© o 11,50 =
A
i (=]
“ 8,44 >
5 Q9
2.95
0gs 116
9 '

2018 2019 2020 2021 2022 2023 (F) 2024 (F) 2025 (F) 2026 (F) 2027 (F)
Noudn: Statista, F= Forecast




NAM 2023, NAM BUNG NO LUA
DAO TRUC TUYEN

Panh cap
thong tin ca nhan



TRUC TUYEN BUNG PHAT MANH






5 NHOM LUA PAO TRUC TUYEN
TREN KHONG GIAN MANG TAI VIET NAM

LIEN QUAN

MOI QUAN HE XA H(f)lo

Loi dung nhimg tai
khoan hack duoc trén
mang xa hoéi hoac gia

mao ngudi than, ban be

LIEN QUAN

o PHAP LY

Mao danh co quan chuc
nang goi dién cho nan

nhan, dua ra tinh huéng
lién quan dén phap luat

y
A

Yéu cau nan nhan cung cap
thong tin, tham chi la
chuyén tién dé giai quyét
VU Viéc

g,

S&rdung cong nghé
deepfake dé gia mao
hinh anh, giong néi va
yéu cau chuyén tién

e

. 4 LIEN QUAN
LIEN QUAN CO HOI

= : - KHUYEN MAI
evu_zc LAM, PAU TU o o
\ M&i nan nhan tham gia

Tao ra cac hoi, nhém trén nhimg khuy&n mai tring
mang va mdai goi viéc nhe thudng hap dan cua nhimg
luvong cao hay dau tu lai nhan hang Ién
suat Ién

Yéu cau nan nhan chuyén
| tién va théng tin dé€ dung
Llém chi phi van chuyé&n qua

Yéu cau ngudi dung chuyén
tien dé tham gia hoat dong

i

tang trang thudng

e LIEN QUAN QUYEN PIEU KHIEN 2
/
S dung phan mém hoac website gia mao duong link qua Chat hoac tin nhan dinh danh,
Itra ngudi sirdung cai ilng dung hoac truy cap website
Chiém quyén diéu khién dién thoai clia ngudi dung, thuc hién cac lIénh chuyén tién
R o

Nguon: Phong An ninh mang va phong, chéng téi pham s dung céng nghé cao - Céng an tinh Khanh Hoa




CANH RAODI! S 2
C‘ANH BAO“ "HACK" TAI KHOAN ZALO
DE LUA DAO CHIEM DOAT TAI SAN

PHUONG THUC :
\e

THU POAN sohe
o AR

_Khong truy Xac nhan lai thong
Tim kiém nhimg ngudi thudng cap vao cac tin trudc khi chuyén
dang anh thé hién cudc song © duong dén la tién cho bat ky ai (B

giau co trén Facebook

‘ol
B! =
tai khoan Facebook mdi c6' 2 ) =
| Lgﬁh dai dién, thong tin gl6ng CANH  Khéng cung cap ma

“t3i khodn mau” = . OTP, tén dang nhap,
N S A0 password tai khoan

_ca nhan cho bat ky ai

Gui duong link chira "ma doc”,
¢6 thong tin lién quan dén zalo, : . ® 3
cho ban be clia “tai khoan mau”, Thuong xuyen —
tlr 6 "hack” tai khoan zalo theo doi, cap nhat - :
tin tac toi pham N&y phat hien nghi
de phong ngua 3 oo ngay 113 hoic
) baongay cho coquan
Cong an noi gan nhat

" Bang nhap vao zalo, thay dgi ° 4l
mat khau va str dung zalo nay W
. song song vdi chu tai khodn L

Nhan tin véi nhirng nguoi

trong danh sach ban bé zalo
dé Iira dao chiém doat tai san

congan.hanoi.gov.vn
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s . Pham Anh Duong
21gi5-Q

GOC LUA DAO!!

Moi ng oi ¢ ai théy nick zalo tén Pham Anh Duong nt mugn tién thi
tuyét déi diing chuyén khoan nhé!!! Khé quéa ban em vira bi lra mat
5tr trong phut mét! @ @ @ @

Dang chd duge dbng y két ban Dong y

” Uh.Bgitti

o @

1L 20

saokntfb
@ 8an s két ban voi Pham Anh Dudng '

Zalo ndo ddy gbettinbank 107872657532 PHAM ANH

~ v v
T méi lap
Zalo kia bdo mk sai

s6md&)goixécnhanxem.‘

N ~ Stk t kia ma @@

S8 ¢l ah =
9 Cang O duge dleg § Ml T Obng ¥ ¢
¢ nt zalo
ham Anh Duong \ ek ® onriarm
i Wt con sén indng Céen or A
iettinbank 107872657532 PHAM ANH T vay Strieu ti ¢ gl ind
UONG Dwe
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' THU POAN GIA MAO
) TEN PINH DANH NGAN HANG

GU] TIN NHAN CHO KHACH HANG
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Vietcom






hong bao mat " mail.www-vietcombank.com.vn

Dich vu khach hang 24/7: 1900 54 54 13

Vv

Ban muon dau tw hiéu qua? V b k
letcombank

Ban muén tang tredng tai san?
Hay dau tw cing quy mé& VCBF!
Tham kh&o chi tiét tai: www.vcbf.com : X

' VCB - iB@nking

Diu tw nhw mot chuyéen gia cung Cong ty
Quan ly Quy hang dau Viét Nam

NGAN HANG TRUC TUYEN

Tén dang nhap

"v“.ét 'r\’héU

Nhapmikiémira | 27 37 z

bang nhép

> Quén mat khau?

» Hudng dan giao dich an toan
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ONLINE

e Khéng can von
e Ban hang moi nai
e Thu nhap 5tr-10tr/thang










VAY TIEN QUA APP

N CAN THAN MAC BAY!



NGAN HANG NHA NUGC CONG HOA XA HOI CHU NGHIA VIET NAM
VIET NAM Poc lap - tw do — hanh phic
$6: 1368/ NHNH

THONG BAO
PIEU KHOAN GIAI NGAN KHOAN VAY DANG TREO

o va tén (Bén vay) : N

SOCMT . SRR

S6 taighoan  :  NGNEGGNN_N

Nginhanl, : (UUEESN

Khoin vay : 100,000,000 & (Mdt tram triga dong)
Tiendinap  :% 60,000,000 & (Sau mwoigficu dong)
Tiénbitreo  : 0,000,000 (Sau niyf triéu dong)

Vi ciing Tc it ra sb tién trong vi khonggfulg khép voi hop déng vay, nén phai déng tién xaic minh
khoén tién trén.
Bén vay phai déng 6 tién twong #rong 50% khoalyvay va khoan nap 12 80,000,000 @ (Tam mwei
triéu dong) dé xic minh 5 tién tién bi o trong vi
Luwru ¥: Sau 3-5 PHUT 240,000,000 #(Hai trim bon muwoi triéu ddge). Bao gom khoin vay va cic khoan di
chuyén sé vao tai khodn ci nhin Bgff vay ngay

Noinhan: TP.Ha Noi , ngay 21 thatig 03 nam 2023

- Thy kinh gii; KT. THONG ROC
: e g . PHO THONG P§C

- Cong tv TMCP @au Tu Tai Chinh Dic Nghia;

- Phong Kiémgoat rii ro:

-Luwu VP

—

Doan Thai Son

CONG HOA XA HOI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phuc

OAN CHINH SUA THONG TIN

Do phat hién 16i sai thong ti ong trang khdp voi tén cha thé trong hg®® dong vi vay chung t6i nghi
¥ khach hang cé hanh vi gia matthoéng tin lira dao khoan vay. Céng ' ching t6i can cir tai khoan 2
diéu 14 Nghi dinh 117 nam 2018 veSyat t6 chirc Tin Dung thi bén cog§ ty khéng duoc phép chinh stra
théng tin khach hang trir khi co sw Gy d@gén hop phap cta chinh chgfkhoan vay.

Phwong an 1: Chinh chi khoan vay qig truc tiép tru sé& @bng Ty
Dia chi: s6 458 Phé Minh Khai, Phuwong®inh Tuy, QuagfHai Ba Trirng, Thanh phoé Ha Nol Dé xac
minh chinh sira thong tin.

Phworng an 2: UY QUYEN online ( Van ban co
Néu Bén vay vi ly do ca nhan do ban cong viéc hay K#f8gag thuan tién trong qua trinh di chuyén thi c6 thé Uy
Quyén cho bén Coéng ty xir Iy Online .Tuy nhién trggf quiirinh xir ly Online do khéng c6 mat cua Bén vay
nén diéu kién bat budc Bén vay can chuyén cho gjuci daisién caa phong tai chinh sé tién dam bao cho
khoan vay trong duong stra 30.000.000d dug§ dé dam bad%a xac minh lai khoan vay trong qua trinh sira
doéi Online. Va phai duoc Bén Vay Uy quyéndiang Noi dung ch@gén khoan thi Bén cho vay md&i duoc phep
xam nhap vao thong tin ca nhan caa Bén Yay dé sira doi thong © nhan cho Bén Vay.

Lwu y: Téng so6 tién bén vay nhan doi tuc Ia 130.000.000 d

igft lurc trong 60 phuat )

> sau khi hoan tat thu tuc suh

Cha y "Do 16i sai ca nhan cuaa kjlach hang nén khoan vay van dwoc
hang khoéng hop tac qua thoifjian quy dinh, hé thong sé dong bang ta
13i nher trén hop dong .

Iap va c6 hiéu lwc. Khach
oan va tién hanh thu no va

Tp.Ho6 Chi Minh, ngay 21 thlge 03 nam 2023
TM BAN KIEM SG@T




lé U0

Dong - Vay Tier Vay Tién Onling - YEU Vay-vay tigr CashVM - vay tis OWVAY — Vay tien Vay Nong - vay 1is EVay Vay ATM- Vay tic
emix vigla nata Vay hang dau shidoudou NEWSTAR TECHNOL AMNG_WVN PT.Qingshan Technc V365 company limits VayaATM
& & & * & & kA kA L LI * F & kA L * & & k1

finafin - Vay Tigr Vay Tién Onling - vBong - Vay tra ¢ CashBerry — Va Vay Mugn - Vay 1 Vay Online 247 VayNhanh2020 -
/inafin vaytotnhat.com TRA GOREZRLENT Digital Platform Corr Vay Mugn VayOnline247 J5C Vay Tien Mhanh - Vz
kR Tk hk AR i i 0 i i ok w kWA i i *hw

TIEN MAT

NHANH.~

CAY PHAT TAI




NCSCX

National Cyber Security Center

Gid mao Cong an, Vién kiém sat, <5
Toa an doa nan nhan dang lién quan ©© a
dén mot vu an (llra dao, tai nan giao <~
. R . ~ ’ , g ﬁ ‘ ’
thong, budn ma tuy...) = w ¥ ~

LUA DAO
Gia lam nhan vién buu dién goi dién
thdng bdo nhan buru pham; nhan vién

vién thdng, nhan vién dién luc goi dién
thong bao no’ cwrde, doa cat dién...

.2 n oA ? [ L\_\\ 5 ! y ‘:) >
Gia da:\h nh‘a.n vne‘rA\ cu? trunAg tam » QUATANG &7“ |
rrluahlsam, .da.lﬂtruyevn hmt\, cong ty & guuvenmar®” ~
X0 s0... goi dién hoac nhan tin cho
nan nhan thong bao ho may man nhan

duoc phan thudng cé gia tri cao L J
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Canh bdo thu doan lira ddo
CHIEM QUYEN DIEU KHIEN
DIEN THOAI NHAM

CHIEM DOAT TAI SAN




v B CONG DICH VU CONG BO COIN X +

¢« > C 25 dichvucong.rgovn.com w & O

' Goog|e Play Jogos Apps Filmese TV Livros Criangas

CONG DICH VU CONG BO
CONG AN

4,3%
1 Tr bai danh gia Phu hop cho 3 tudi tré 1én ©

@ s

Cép, Quan Iy

c(mc DKH VU CMG thé clin curdre cong dan
BO CONG AN
p—
B
\ Chinh sach
Gio'i thieu TTHC mei
WL ¢ Cong b mit 5 thii tye hanh chinh mdi ban hinh, > @g
2 oy A, sira ddi, bo sung, hiy bo, bai bo §&n quan linh wt Déng ky, Quan 1y con ddu >
CONG DlCH VU CONG quan ly hanh chinh v& 3t tir xa hdi
BO CONG AN
% :Kl
Quén Iy ngénh nghé
kinh doanh 6 didu kidn Déing ky, Quén I cur trd
={2)
= 8

Cép. Quan ly
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{HANG LOAT VU VIEC MAT
TIEN TV TRONG NGAN HANG
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CANH BAO LUA PAO

@: RNM




Moi ngudi dan tw co y thire bao
vé minh trong méi trwdng so
nhuw bao vé minh trong moi
trwdng thuwe, bao vé tai san vo
hinh cdia minh, chang han
thdng tin ca nhan, nhw bao vé
tdi sdn hiru hinh khac. Chiéc
dien thoai thong minh gio day

LAM SAO DE AN TOAN TRONG  nhidu ngwdi va vi thé la diém

tr& thanh vat bat ly than voi

MOI TRUONG SO? véu nhat



Chi can co6 y thirc va théi quen
dung, mbéi nguwdi da tw cod thé
bao vé& minh, han ché dén 80%
nguy co, rui ro, 20% con lai thi
chi c6 nhitng ké& tan cong
chuyén nghiép, bo ra moét

nguon lwc rat Ion, méi co thé

de doa dwoc.

Vi sao an toan mang don gian
nhw rira tay bang xa phong?



Khéng ngrng hoc hdi, khong
ngwng nang cao nhan thuec,
moi ngay moi ngwoi tw hoc cho
minh nhirng diéu méi. Néu cé
diéu chwa biét, hay tim hiéu,
hoc hoi va hoc tir nhirng ngu o
xung quanh, tw nhirng gi da co
san, dwoc chia sé tr nhirng dia

chi tin cay.

CAC BAN CAN CHUAN Bl CHO
MINH NHUPNG GI?




Néu co diéu gi da biét, da tam dac,
, | hdy hwéng dan, chia sé véi nhirng
Khi ban biét cho i 1. - : ) _ - ngwol Xung quanh.

mémﬁfg'énbwm"hé" 4 ' Nguwdi tré hwdng dan nguoi gia va
| - f tré& em. Nguwdi biét nhiéu huwdng
dan nguwdi biét it, ngwdi biét it
hwdng dan nguwdi chwa biét.

Viéc hwong dan, chia sé véoi moi
ngwdi k§ nang soé 1a gitp cho chinh

‘ , minh c6 mot thé gidi s6 an toan,
CAC BAN CAN CHUAN Bl CHO MINH anh manh va tét dep hon.
NHUNG GI?
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TRAN TRONG CAM ON!

IN THE FUTURE TECHNOLOGY IS DEVELOPING VERY FAST

-



